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Overview of Presentation




Ethical Considerations in Research focused on the
Development and Evaluation of Technology-based
Therapeutic Tools Targeting HIV and Substance Use

Ethical Considerations when Using Technology in
the Conduct of Research (e.g., Online recruitment,
Using Technology for Data Collection)

Need for Widespread Dissemination of
Evidence-based Interventions Targeting
HIV and Drug Use








Although effective prevention and treatment interventions
targeting HIV and drug use exist, their delivery is often
challenging.
Many interventions that have been shown to effectively
reduce risk behavior in research settings are not routinely
available in real-world settings.
Evidence-based interventions can be expensive to implement,
often requiring financial and staffing resources not typically
available in many community-based systems (e.g., substance
abuse treatment programs, criminal justice settings).
Additionally, many at-risk individuals may not be involved in
formal systems of care where they can receive access to
effective interventions (e.g., only 10% of substance users in
treatment).

Need for Widespread Dissemination of
Evidence-based Interventions Targeting
HIV and Drug Use




Even if evidence-based programs are initiated in
community-based programs, it is often difficult to ensure
the fidelity of intervention delivery (e.g., given staff
turnover, patient caseloads, limited time).
Innovative approaches to bridging the gap between clinical
research and practice are needed, thus allowing findings
from clinical research to have a markedly increased public
health impact.

Promise of Technology for Promoting
Widespread Reach of Evidence-based
Behavioral Health Interventions





Technology-based therapeutic tools offer great promise for
enabling the widespread dissemination of evidence-based
interventions targeting HIV and substance use
Technology-based (e.g., web-based, mobile-technology
delivered) interventions allow complex interventions to be
delivered with fidelity at a low cost, without increasing
demands on staff time or training needs, thus having high
potential for widespread dissemination.

Promise of Technology-based
Therapeutic Tools
• Offers opportunity to dramatically transform health care service
delivery models while increasing quality of care in a manner that may
reduce cost and increase value for a wide array of stakeholders

• Offers unprecedented models of health-monitoring, prevention,
treatment, recovery support

• Evidence-base from scientific research is strong.

Our Research Focused on
Promoting Widespread Reach of
Evidence-based Interventions
• We have developed and evaluated (in clinical trials research
funded by the National Institute on Drug Abuse) technology-based
interventions targeting substance use disorders, mental health
disorders, HIV/disease prevention, and chronic diseases.
• These therapeutic tools employ science-based content as well as
informational technologies and multimedia approaches of
demonstrated efficacy.

Our Research Focused on Promoting Widespread
Reach of Evidence-based Interventions
This line of research has shown that technology-based
behavioral treatment interventions can:
• enhance quality, reach, and outcomes of care when provided as
an adjunct to care
• be as effective as science-based interventions delivered by highly
trained clinicians
• be more effective than interventions in standard treatment settings
• be cost- effective
• be highly acceptable to a wide variety of target populations

Overview of our Technology-Based Substance
Abuse Treatment Programs
Therapeutic Education System (TES), an interactive,
psychosocial intervention for substance use disorders,
grounded in the Community Reinforcement Approach (CRA)
+ Contingency Management Behavior Therapy + HIV Prevention
Web-Based CRA for Adolescents with Substance Use Disorders

Web-based Psychosocial Treatment of Trauma and Substance
Misuse among OEF/OIF veterans
Web-based Cognitive Behavior Therapy for Chronic Pain Patients

Embedding interactive, psychosocial treatment interventions on
mobile devices for therapeutic support on-demand

Overview of our Technology-based
Prevention Programs
A customizable, interactive program focused on prevention
of HIV, Hepatitis & Sexually Transmitted Infections (STIs)
among individuals in substance abuse treatment

HeadOn: Substance Abuse Prevention (for Grades 6-8), an
interactive, substance abuse prevention multimedia program
for middle school-aged youth
HeadOn: Making Good Choices (for Grades 3-5), an
interactive, multimedia program to build up protective factors against
drug use and other risk behavior among elementary school children
Prescription Opioid Abuse Prevention Program, an interactive,
program focused on prevention of non-medical use of prescription
opioids among youth (ongoing)

Mobile Phone-based
Psychosocial Treatment
We developed and examined the feasibility, acceptability, and
potential utility of an innovative, mobile phone-based,
psychosocial treatment intervention as an adjunct to TES.

This tool allows participants to access key elements of the webbased intervention at any time and outside of their formal treatment
setting (on-demand therapeutic support).
This technology may also be well-suited as a relapse prevention tool for
individuals leaving treatment (or leaving a period of incarceration),
whereby individuals could be prompted to monitor the extent to which
they are maintaining gains from a prior treatment episode or to utilize
skills they recently learned in treatment.

Results of Pilot of Mobile Psychosocial
Treatment Intervention
Random assignment of 50 new intakes in MMT to: (1) standard care or (2)
mobile phone/web-based intervention for 12 weeks
The mobile intervention demonstrated good feasibility and acceptability:
Participants typically maintained their mobile phones for the duration of the
treatment, used the mobile program and reported high levels of
acceptability of the program (e.g., how useful, how easy to use, etc.).

Qualitative data indicate that several participants reported using the mobile
phone-based intervention during times of heightened risk for drug use.
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An Overview of Technology-delivered
HIV/STI Prevention Interventions
• A number of computer-based (including Internet-based)
prevention interventions have been developed and evaluated,
including those for MSMs, heterosexual adolescents and adults,
injection drug users, other at-risk groups, as well as “prevention
for positives”.
• These programs are typically designed to decrease risk behavior
as well as increase accurate knowledge about HIV and effective
preventive actions, increase intentions to reduce risk behavior
and communicate about safer sex with partners, and improve
attitudes toward safer sex.

An Overview of Technology-delivered
HIV/STI Prevention Interventions
• Computer-based prevention programs are often based on
Information-Motivation-Behavior, Social Cognitive or
Transtheoretical models of behavior change.
• Some studies have also used instant messaging (IM) approaches
(e.g., Moskowitz et al., 2009).
• Some research has focused on prevention interventions
delivered via mobile devices (e.g., text messages with tailored
facts about sexual health and referral to health clinics and social
services –Levine et al., 2007; Lord et al., in progress)
• Some technology-based tools promote testing and promote
HAART adherence among positives.

An Overview of Technology-delivered
HIV/STI Prevention Interventions
• International research in Africa:
e.g.,
- High interest and acceptance of Internet-based prevention
in urban and rural areas of sub-Saharan Africa
(Borzekowski et al., 2006; Ybarra et al., 2006).
- The Internet has been used to provide distance training in
evidence-based prevention to NGO staff (Kelley et al., 2004)
- A computerized counseling intervention for HIV+ individuals in
Kenya is ongoing (Ann Kurth).

Effectiveness of Technology-delivered
HIV/STI Prevention Interventions
• On average, computer-based, technology-delivered interventions
are at least as effective as (or exceed) traditionally-delivered
HIV/STI prevention interventions.
e.g., Noar et al. meta-analysis (2009) showed OR = 1.54 (d =
.0259) of computer interventions for increasing condom use
(compared to ORs of 1.13 – 1.64 and d of approx. 0.18 for
traditionally-delivered interventions)
Also, reduced frequency of sexual behavior, incidence of STIs
and reduced number of sex partners



Most effective if use individualized tailoring

Examples of Various Models of Deployment:
Web-based HIV/Disease Prevention for Youth in
SUD Treatment (developed with youth)

Randomized, Controlled Trial:

Web program as adjunct to standard care
We conducted a randomized, controlled trial to evaluate
the effectiveness of the computer-based system as
part of HIV & disease prevention with adolescents
(ages 13-18 eligible) in outpatient substance abuse treatment
in New York City

Random Assignment to:
Standard Intervention: HIV/Disease Prevention
Training Delivered by Expert in Small Group
Enhanced Intervention: Standard Intervention Plus
Customized, Interactive Computer-Delivered Training

HIV/Disease Prevention
Knowledge
(Time Effect: p < .0001; Group by Time: p < .01)
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Comparative Effectiveness Trial of WebBased HIV/Disease Prevention Program
We evaluated the HIV/disease prevention program in a
comparative effectiveness trial with adolescents with substance
use disorders.

Design: Adolescent participants (n=160) entering outpatient
substance abuse treatment are randomly assigned to: (1) group
sessions with a prevention educator OR (2) the self-directed,
web-based HIV prevention program.

This design is important, as so few adolescent substance abuse
Treatment programs have the resources to provide evidence-based,
traditionally-delivered HIV/Disease prevention.

Results
Comparative Effectiveness Trial of WebBased HIV/Disease Prevention Program
Both groups produced comparable, positive effects on:
•

Condom use self-efficacy

•

Condom Use

•

Past month sex-related HIV risk behavior

•

HIV prevention knowledge

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• A technology-based approach to intervention delivery provides
opportunities for providing therapeutic support at any time in a wide
array of locations (e.g., at times of greatest need, when feeling
at risk, on-demand therapeutic support)
• Ethical considerations of technology-based therapeutic tools are
often extensions of (or often overlap with) ethical considerations
of traditionally-delivered behavioral health services.

• However, several unique ethical and legal issues arise.

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Text-based communications provide a literal, written transcript of
communication between a client and a clinician (e.g., email,
online moderated chat forum) and/or other clients (e.g.,
online support group).

• Email provides particular risk, as emails are typically not secure
(can be accessed by third parties). Even if emails are deleted by
both the sender and recipient, they may be preserved by other third
parties such as Internet Service Providers (ISPs).

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Although text communications between clinicians/clients
are protected under Health Insurance Portability and Accountability
Act (HIPAA) in the U.S., as well as some state laws that cover
protected health information (PHI), they can be subpoenaed from
clinicians or ISPs.
• Text-based communications between a clinician and a child/teen
have unique risks, as parents typically have a legal right to view their
child’s medical record (which may include communications)

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Although use of some technologies for therapeutic purposes (e.g.,
SMS and cell phones), are not currently explicitly addressed
within HIPAA, several guidelines regarding their clinical use are
available.
• The National Institute on Standards and Technology (NIST) has
issued guidelines regarding the security of mobile devices,
including potential security issues that need to be managed when
using such devices for therapeutic purposes)
(e.g., the Subscriber Identity Module on a mobile device
(the SIM card) stores text messages and identifies users of cell
phones to the cell phone network. This raises important
considerations regarding the physical security of the mobile
device, along with the importance of encrypting text messages.

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Encryption is also available for telephone communication, although
it can be cost prohibitive. Voice over Internet Protocol (VoIP),
which enable phone communication over the Internet, typically
allow for more accessible encryption technology.
• Additional considerations:
- Using secure, web-based messaging systems which send
emails to clients to prompt them to log-in to a passwordprotected website to retrieve a message (rather than
sending message content through multiple servers).
- Setting up password protection, automatic logouts, firewalls,
encryption and authentication and determining whether
transcripts of electronic communication with clients will be
included in client records.

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Online therapy services allow for the I.P address of a client to be
tracked. Although this information does not automatically provide
an exact geographic location of a client, an ISP may be able to
provide such information in an emergency.

• Several large online therapy service providers exist and typically
employ proprietary systems for communicating with clients.
This may include encrypting chat stream identifiers, storage of
text communication with clients, and emergency procedures for
locating a client’s local hospital or police.

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Secure access to web-based programs via an encrypted
Internet connection via 128-bit Secure Sockets Layer,
the e-commerce industry standard for securing
communications on the World Wide Web).
• Logins/passwords unique to users;
• Liability issues (e.g., Distance therapy; Online self-directed
interactive tools where client can input personalized data)
• “Computer hygiene” critical (e.g., risks of downloading some
music sharing software; risks of recording “trails” of web use)
• Unique considerations for vulnerable populations (e.g.,
seriously mentally ill)

Legal and Ethical Issues in Using
Technology in Behavioral Health Care
• Despite these security concerns, the largest risks for security are
typically low-tech risks.

(e.g., sending an email to the wrong address, posting one’s
password in a place visible to others, forgetting to log off from
email, an online forum, or using an employer hosted email
server)

Privacy Considerations
• Challenges with cognitive functioning deficits, health literacy, etc.

• End users may not fully understand privacy risks; ways in which they can
violate their own confidentiality, etc.

• Suggests privacy considerations should be contextualized and consider target
audience

• Underscores importance of working with end users during iterative design
process to best understand usability and patterns of usage

• Suggests opportunity for research focused on cost-benefit analyses; Mental
models of risk and reward (including nature of probabilities of risk and
reward); Considerations of privacy vs. self-management/autonomy

Privacy Considerations
• Suggests importance of Informed Consent processes and Shared DecisionMaking approaches
• Suggests importance of flexible models for various end users to control
privacy/sharing as part of a larger focus on user-generated care (balanced
with
clinical and liability concerns)

• Education about privacy considerations across various types of technologies
may also be useful.

• Models which are responsive to a given end user’s level of understanding may
be particularly useful.

Ethical Considerations for Technology-based
Interventions Targeting Behavioral Health
• Clinicians should establish clear policies about how they will use
technologies in communicating with their clients (based on
their understanding of the risk-benefit of various approaches) and
should clearly communicate their policy with their clients.
• These policies should consider issues such as what technologies
a clinician is willing to use in communicating with their client, when
each technology is and is not appropriate for use as well as what
the potential risks and benefits of each approach may be.
• These policies should also consider the extent to which other staff
within a clinical practice may access technology-based
communications with clients.
• Best to put in writing with client sign-off.

Ethical Considerations for Technology-based
Interventions Targeting Behavioral Health


By offering interventions on a wide variety of platforms to optimally
capitalize on the technology most frequently used by various target
populations, technology-based interventions also offer great potential
to eliminate the “digital divide” and address healthcare disparities that
exist in many traditional models of care.
(e.g., Although White (80%) Americans are more likely to use the
Internet than Black (72%) or Hispanic (61%) Americans, Blacks are
the most active users of the mobile Internet (accessed via mobile
devices).
Rate of increase in use of mobile devices to access the Internet
among minority groups is twice the national average since 2007 –
e.g., 141% increased use for African Americans vs. 73% average
(Horrigan, 2009).

Future Considerations for Technology-based
Behavioral Health Interventions


Other novel dissemination efforts should be explored (e.g., developing
and embedding interventions on popular online social networks, which
capitalize on the infrastructure and communication structure of such
networks, offer enormous reach potential)

(over 900 million monthly users worldwide on Facebook alone)






Integrate HIV prevention into comprehensive risk reduction programs
(e.g., focused on psychosocial treatment for substance use disorders,
mental health issues, etc.)
Integrate “prevention for positives” with technology-based adherence
approaches.
Emerging technologies: Sensors, ubiquitous computing, ambient
intelligence.

Future Considerations for Technology-based
HIV/STI Prevention Interventions






Expand research to focus on delivery of technology-based HIV
prevention interventions in mid-income countries where
technology-based communication structures are strong, but (due
to increased globalization and the opening of economies) drug
use and other risk behavior, along with HIV incidence, are
extraordinarily high.
Focus on including core aspects of technology-based behavior
change that will persist once the “technology of the moment”
fades away
Assess cost-effectiveness of intervention delivery (especially in
comparative effectiveness trials) – allows more effective
communication with/influence of others outside the
researcher/clinician community

Ethical Considerations
when using Technology
in the Conduct of Research
(e.g., online recruitment, using
technology for data collection)

Potential Benefits of Conducting
Research Online
• Allows researchers to conduct survey research without expense of
mailed or in-person surveys
• Facilitates process of recruiting groups of participants with
characteristics or experiences not found in local communities
• Provides large pool of potential participants
• Provides opportunity to observe communications among individuals
and to code and analyze an extensive range of phenomena (e.g.,
use of online support groups, decision-making behaviors of online
consumers, or the adoption of new technologies)
• The Internet itself may be a subject of study, including linguistic
analysis of computer-mediated communication and the Internet
as a social environment

Potential Benefits of Collecting Data
Via Technological Devices
(e.g., EMA, Sensors)

• Allows for real-time data collection
• Increases accuracy of data reporting
• Validity/Reliability checks can be readily incorporated
• Allows for larger quantities and more clinically rich data
• Can inform the need for “in the moment” feedback/interventions

Considerations when Using Technology
to Conduct Research
• Documentation of Consent: May be waived in cases of minimal
risk
(e.g., "Clicking below indicates that I have read the description of the
study and I agree to participate.“)

• Withdrawal of Participants:
• What to do with data if participant withdraws?
• Online surveys often designed so must answer all questions
before proceeding (compromises principle that consent is an
ongoing process)
• Online survey instruments must explain options at outset

Considerations when Using Technology
to Conduct Research
• Identifying Underage Participants: No standards/reliable
methods to date
•

Risk Reduced by:
- Conducting research that allows for waiver of parental
consent
- Ask for age and DOB at various timepoints and don’t use
data from those who provide discrepant information
- When recruiting teens, require hard copies of parental
consent with phone call to parent

Considerations when Using Technology
to Conduct Research
• Deception: Research in which researchers conceal their
identities or adopt false ones in the "real" world has been
approved when an IRB determines that the deception is justified.
The ease of assuming a false identity, or creating a fictitious web
site to observe private behavior, requires more discussion about
applying ethical guidelines to research conducted online.

• Equity: Ensuring representative sampling of various members of
target audience (race, ethnicity, gender, etc.) in online
recruitment/online research activities; to avoid sampling bias

Considerations when Using Technology
to Conduct Research
• Data : Data are vulnerable at collection, transmission and
storage
(e.g., Use SSL; Store personally identifiable data separately from
all other data; Offsite back-up process to encrypt critical data;
Ensure participants are aware of their responsibility in this process)

• Protection of Data: e.g., publishing quote from online research
even with a pseudonym may be readily traced to an individual
online

Emerging Technologies Raise
Unprecedented Ethical Considerations
e.g.,
GPS
Wearable sensors measuring physiological states
Ambient intelligent environments
Sensors on mobile devices (e.g., to measure Carbon
monoxide levels; whether one has an STD)

Examples of Evolving Guidelines
Relevant to Technology-based
Assessments and Interventions

• FDA is regulating some technology-based assessment
and intervention tools as medical devices

• NIH mHealth working group to publish consensus panel
guidelines for IRBs, as part of white paper

